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(1) 

THE ELECTRONIC COMMUNICATIONS PRI-
VACY ACT: PROMOTING SECURITY AND 
PROTECTING PRIVACY IN THE DIGITAL AGE 

TUESDAY, SEPTEMBER 22, 2010 

U.S. SENATE, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The Committee met, pursuant to notice, at 10:10 a.m., in room 

SD–226, Dirksen Senate Office Building, Hon. Patrick J. Leahy, 
Chairman of the Committee, presiding. 

Present: Senators Leahy, Cardin, Whitehouse, Klobuchar, and 
Franken. 

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S. 
SENATOR FROM THE STATE OF VERMONT 

Chairman LEAHY. I apologize for the delay. In the back room, we 
were settling all the problems of the world with our distinguished 
witnesses, but I think that one of the things that we have learned 
very quickly in this area is that the Electronic Communications 
Privacy Act, or ECPA, is one of the Nation’s premier digital privacy 
laws. But it is only as important as our efforts to keep it up to date 
might be. 

It was 40 years ago that Chief Justice Earl Warren wrote that 
‘‘the fantastic advances in the field of electronic communication 
constitute a greater danger to the privacy of the individual.’’ That 
was 40 years ago. Now, Chief Justice Warren could not have imag-
ined—in fact, I do not know if anybody could have 40 years ago— 
what types of communications we would have today and the dif-
ferences in it. 

But what he said, even with all the changes, is as relevant today 
as it was then. For many years, ECPA has provided vital tools to 
law enforcement to investigate crime and to keep us safe, while at 
the same time protecting individual privacy online. As the country 
continues to grapple with the urgent need to develop a comprehen-
sive national cybersecurity strategy, determining how best to bring 
this privacy law into the Digital Age is going to be one of our big-
gest challenges, especially here in Congress. 

When Congress enacted ECPA in 1986, we wanted to ensure that 
all Americans would enjoy the same privacy protections in their on-
line communications as they did in the offline world, and at the 
same time allowing law enforcement to have access under legiti-
mate ways for information needed to combat crime. We put to-
gether—and I remember very well the long negotiations we had on 
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that—a careful, bipartisan law designed in part to protect elec-
tronic communications from real-time monitoring or interception by 
the Government, as e-mails were being delivered and from searches 
when these communications were then stored electronically. But 
the many advances in communication technologies have really out-
paced the privacy protections that Congress put in place. 

ECPA today is a law that is often hampered by conflicting pri-
vacy standards that create uncertainty and confusion for law en-
forcement, for the business community, and for American con-
sumers. 

For example, the content of a single e-mail could be subject to 
as many as four different levels of privacy protections under ECPA, 
depending upon where it is stored and when it is sent. Now, no one 
would quibble with the notion that ECPA is outdated, but the ques-
tion of how best to update this law does not have a simple answer. 
And I believe there are a few core principles that should guide our 
work. 

First, privacy, public safety, and security are not mutually exclu-
sive goals. Reform can, and should, carefully balance and accom-
plish each. 

Second, reforms to ECPA must not only protect Americans’ pri-
vacy, but also encourage America’s innovation. 

And, last, updates to ECPA must instill confidence in American 
consumers. 

I am pleased that we are going to hear from the General Counsel 
of the Department of Commerce, who has unique insights into the 
impact of ECPA on American innovation. We will also get the 
views of the Department of Justice, which relies upon ECPA to 
carry out its vital law enforcement and national security duties. 

Then we will have a panel of expert witnesses to advise the Com-
mittee, and I applaud the work of the Center for Democracy & 
Technology, Microsoft, and other stakeholders who are trying to 
bring together industry consensus because we want something that 
works. We want to protect privacy. We do not want to stifle innova-
tion. We want to make law enforcement possible in the way with 
the privacies this country gives. 

So having said all that, I thank those who are here. I would ask 
my fellow panel members, Senator Cardin, did you have anything 
you wished to say? 

STATEMENT OF HON. BENJAMIN L. CARDIN, A U.S. SENATOR 
FROM THE STATE OF MARYLAND 

Senator CARDIN. Well, Mr. Chairman, let me thank you very 
much for holding this hearing. I think this subject is one that just 
the hearing itself will have a beneficial impact. I think we really 
need to understand that it is difficult to get ahead of technology 
and we do not want to do anything in our laws that prevents the 
development of technology. It is amazing what we can accomplish 
today through our cell phones that we could only imagine when 
this bill was originally passed. 

Now, the question is how do you protect the privacy of Ameri-
cans, which is critically important and constitutionally protected in 
a way that also allows for the appropriate law enforcement tools 
to be effectively used. 
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I think it is important that we carry out one of the most impor-
tant responsibilities of the Senate, which is oversight, to see how 
the current law is operating, to see whether it is being adminis-
tered—whether those who administer it have the tools they need 
under existing law to effectively protect the privacy of Americans 
and carry out their important work. 

So I welcome this hearing. I think we come to it without any pre-
conceived thoughts as to what we need to do, but it is important 
that we protect privacy, give the tools to law enforcement that it 
needs, and understand that we do not want to do anything that 
would hamper the development of technology, which is critically 
important for America’s advancement. 

Chairman LEAHY. Senator Franken. 

STATEMENT OF HON. AL FRANKEN, A U.S. SENATOR FROM 
THE STATE OF MINNESOTA 

Senator FRANKEN. I did not prepare an opening statement, but 
I am really looking forward to this, just to hear things like what 
kind of conflicts are inherent in protecting privacy while at the 
same time protecting against things like identity theft or what kind 
of conflicts there are in transparency versus protecting business 
proprietary information, the conflicts between sort of openness and 
yet protection. So I am looking forward to the hearing, and thank 
you, Mr. Chairman, for calling this. 

Chairman LEAHY. Well, thank you very much. 
Our first witness will be Cameron Kerry. Mr. Kerry is the Gen-

eral Counsel of the Department of Commerce, where he serves as 
the Department’s chief legal officer, chief ethics officer, and is 
Chair of the Department of Commerce Privacy Council. Mr. Kerry 
is somebody I have known for—I was going to say years—decades, 
actually. He has been a leader on work across the U.S. Government 
on patent reform and intellectual property issues, privacy, security, 
efforts against transnational bribery. Previously he was a partner 
in Mintz, Levin, a national law firm, with over 30 years of practice. 
He has been a communications lawyer, litigator in a range of areas, 
including telecommunications, environmental law, torts, privacy, 
and insurance regulation. Harvard College under graduate, a law 
degree at the Boston College School of Law. 

Mr. Kerry, delighted to have you here. Please go ahead, sir. Hit 
the ‘‘Talk’’ button. Is it on red? 

STATEMENT OF HON. CAMERON F. KERRY, ESQ., GENERAL 
COUNSEL, U.S. DEPARTMENT OF COMMERCE 

Mr. KERRY. Thank you. Chairman Leahy and members of the 
Committee, thank you for the invitation to testify today. 

I think it is clear that in the 25 years since ECPA, the Electronic 
Communications Privacy Act, was enacted, the communications 
and information landscape has been transformed. The authors of 
the law, including you, Mr. Chairman, recognized that this land-
scape would evolve continually, but I doubt that anyone foresaw 
the scale, the scope of the revolution that would be fueled by mo-
bile telecommunications, by the global Internet, and by ever small-
er, more powerful devices. 
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I welcome the Committee’s decision to hold this hearing and to 
begin another of its periodic reviews of ECPA. The goal of this ef-
fort, as always, should be to ensure that as technology and new 
market conditions change, ECPA continues to serve its original 
purpose as articulated by this Committee: to establish ‘‘a fair bal-
ance between the privacy expectations of American citizens and the 
legitimate needs of law enforcement.’’ 

I am especially pleased to be appearing today with colleagues 
from the Department of Justice. We work with the Department of 
Justice on an administration effort to develop policies on commer-
cial data privacy and a range of issues related to information and 
communications technologies. While our effort is in its early 
phases, it is guided by our shared belief that legislative review of 
ECPA must be undertaken carefully and must adequately protect 
privacy and build consumer trust; must address concerns about 
competition, innovation, and other challenges in the global market-
place; and must allow the Government to protect the public in 
timely and effective ways. 

I would like this morning to highlight some of the points in my 
written testimony about the importance of digital communications 
innovation to the U.S. economy and society and the contribution 
that ECPA has made to that innovation through its privacy frame-
work. 

Over several decades, the explosion of electronic communications, 
and especially the proliferation of broadband Internet service and 
Internet-based services and applications, as well as the expansion 
of wireless communications, has created enormous benefits to our 
society. By some estimates, the Internet contributes $2 trillion to 
the Nation’s annual GDP and supports some 3 million jobs. ECPA 
has contributed to this remarkable growth as Congress recognized 
in 1986 the absence of sound privacy protections for electronic com-
munications discourages potential customers from using innovative 
communications systems and discourages American businesses 
from developing innovative forms of telecommunications and com-
puter technology. In this area, trust is an essential element of de-
velopment. 

ECPA created clear, predictable rules for service providers and a 
protected, trusted environment for digital commerce. It also en-
sured that law enforcement and national security personnel can 
gain access to electronic communications, subject to judicial over-
sight and consistent with the Fourth Amendment and American 
principles. As your Committee examines ECPA and its ongoing role 
in this process, you face the question whether the sea changes in 
the digital communications environment since 1986 call for changes 
in the statute so as to preserve the balance that Congress struck 
in 1986 and has maintained over time. 

Let me touch on some of the changes that have occurred. 
One prominent example is the global growth of cloud computing 

services. The range of services of platforms, of applications that are 
available today remotely, and the pervasiveness of their use far ex-
ceed the levels that existed in remote computing 25 years ago. Ac-
cording to one projection the Department of Commerce received, 
cloud computing revenues are going to grow from $46 billion in 
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2009 to $150 billion in 2012, and by next year, 25 percent of new 
software deployments are going to be cloud-based applications. 

Another example is the growth of wireless service and location 
services. In the United States alone, roughly 91 percent of the pop-
ulation now has a wireless phone. The use of smart phones in the 
United States grew by roughly 51 percent from 2008 to 2009, and 
the sales of those devices are expected to eclipse earlier-generation 
cell phones by 2011. These phones multiply the use of online serv-
ices, and they also provide new, unique, and informative data 
streams. 

When a cell phone is on, a cell phone or other wireless devices 
are in constant communication with nearby cell towers. They sup-
ply information about the phone’s whereabouts that is necessary to 
supply the cell service. And, as those phone deploy, many third- 
party applications providers are now developing innovative services 
that use location services in real time from carriers or from the de-
vices themselves. 

So cloud computing and the growth of wireless services and loca-
tion services are just some of the wholesale changes in the ways 
that Americans use electronic communications. They signal a per-
vasive shift in the volume-sensitive information that we entrust to 
third parties. Clarity of rules is critical for successful deployment, 
development, and adoption of innovative services that have become 
part of the fabric of our society and our economy. 

So I want to thank you for the Committee’s decision to examine 
ECPA again. The administration stands ready to work with the 
Committee as you move forward. We do not come with proposals 
today, but we come ready to work to maintain the fair balance of 
reasonable law enforcement access, individual privacy protection, 
and clarity for service providers, for investigators, and for judges. 

Chairman LEAHY. Of course, those are goals that we all seek. 
Mr. KERRY. Good. 
Chairman LEAHY. Now the hard part is how to fit it in. 
Mr. KERRY. I would be happy to answer questions, Mr. Chair-

man. 
[The prepared statement of Mr. Kerry appears as a submission 

for record.] 
Chairman LEAHY. We want innovation, we want clarity, we want 

people to understand the rules, we want law enforcement to be able 
to use it, and we do not want to give up our ability to communicate 
with each other, especially as this has become not just a personal 
thing but it has become very much of a business-oriented thing. 

Your whole statement will be part of the record. I do appreciate 
very much the offer of working with us because we did this in a 
bipartisan fashion before, and I expect to do it again as we update 
this. 

In that case, we are very fortunate to have James Baker with us. 
Mr. Baker is the Associate Deputy Attorney General at the U.S. 
Department of Justice. He has worked extensively on all aspects of 
national security investigations and policies with the U.S. Depart-
ment of Justice for nearly two decades. Am I correct on that? He 
has also provided the United States intelligence community with 
legal and policy advice for many years. In 2006, he received the 
George H.W. Bush Award for Excellence in Counterterrorism. For 
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those who do not know that, that is the CIA’s highest award for 
counterterrorism achievements. He also taught a course in national 
security investigation and litigation at Harvard Law School and 
served as a resident fellow at Harvard University Institute of Poli-
tics. 

Mr. Baker, please go ahead, and, again, your full statement will 
be put in the record, but please go ahead and tell us what you 
would like, sir. 

STATEMENT OF HON. JAMES A. BAKER, ESQ., ASSOCIATE DEP-
UTY ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE, 
WASHINGTON, DC 

Mr. BAKER. Yes, thank you, Mr. Chairman. Mr. Chairman and 
members of the Committee, thank you the opportunity to testify 
today on behalf of the Department of Justice regarding ECPA. It 
is a pleasure for me to be here with our colleagues from the De-
partment of Commerce, and as Mr. Kerry said, we are working 
closely with the Department of Commerce on ECPA reform. 

I have just a few brief points that I would like to make in my 
oral remarks today and then respond to any questions that you 
might have. 

For many years this Committee has been a leader in ensuring 
that our laws appropriately balance privacy and economic consider-
ations with the Government’s need to protect public safety and na-
tional security. As we have done regularly in the past, the Depart-
ment looks forward to working with you again as you examine 
whether ECPA is properly calibrated to address all of these very 
important interests. 

Although Congress has amended ECPA on several occasions 
since it was first enacted in 1986, the statute has proven remark-
ably resilient in its ability to keep pace with changes in technology. 
Many of ECPA’s key concepts and distinctions remain fundamen-
tally sound. Where changes have been necessary over the years, we 
have worked closely with you to ensure that those changes do not 
upset the delicate balance between individual privacy interests and 
the needs of public safety. It is essential that we do so again as 
we move forward. 

In addition to getting the balance between privacy and security 
right, I would like to emphasize a few additional key points. 

First, as some have mentioned, the Government relies heavily 
upon the legal framework that ECPA establishes to protect na-
tional security and public safety. ECPA is critical to our ability to 
effectively and efficiently conduct investigations of terrorists, 
gangs, drug traffickers, murderers, kidnappers, child predators, 
cyber criminals, and the whole range of criminal activity. 

Second, it is vital that ECPA remain an effective and efficient 
tool for these investigations. In particular, it is essential that inves-
tigators have the ability under ECPA to obtain non-content infor-
mation about a suspect’s activities in a timely and efficient man-
ner, particularly at early stages of an investigation. These types of 
information are the basic building blocks of our investigations, and 
if it is unduly difficult for investigators to obtain such data, it may 
hamper the Government’s ability to respond promptly and effec-
tively to these real threats. 

VerDate Nov 24 2008 11:00 Jul 07, 2011 Jkt 066875 PO 00000 Frm 00010 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\66875.TXT SJUD1 PsN: CMORC



7 

For example, in a recent undercover investigation, an FBI agent 
downloaded images of child pornography and used an ECPA sub-
poena to identify the computer involved. Using that information to 
obtain and execute a search warrant, agents discovered that the 
person running the server was a high school special-needs teacher, 
a registered foster care provider, and a respite care provider who 
had adopted two children. The investigation revealed that he had 
sexually abused and produced child pornography of 19 children. 
The man pleaded guilty and is awaiting sentencing. 

Finally, while we welcome the opportunity to work with the Com-
mittee as it considers whether changes to ECPA are needed, we 
urge you to approach that question with extreme care. It is critical 
that Congress carefully evaluate any proposed amendments to en-
sure that they do not adversely affect the ability of Federal, State, 
local, and tribal authorities to keep us safe from harm. 

That said, I want to emphasize that the administration has not 
taken a position on any particular ECPA reform proposal to date, 
but we look forward to working with the Committee as it begins 
consideration of these important matters. 

Thank you, Mr. Chairman. 
[The prepared statement of Mr. Baker appears as a submission 

for the record.] 
Chairman LEAHY. Thank you very much, Mr. Baker. 
We have overlapping concerns here. Let me begin first with Mr. 

Kerry. You obviously in your work with the Commerce Department 
understand how our privacy laws are affecting our economy. We 
are having all kinds of economic problems, and also so many busi-
nesses and individuals are using the Internet, e-mail, and every-
thing else to improve their financial condition of their businesses 
and so on. 

Does ECPA still remain important to our economy? 
Mr. KERRY. Absolutely, Senator. 
Chairman LEAHY. Press the button. 
Mr. KERRY. OK. I am looking at the green light. Sorry. It does, 

Mr. Chairman. One of the important aspects of ECPA is the pri-
vate rights of action that it creates, the expectations of privacy that 
it establishes as a matter of law, and the set of rules that it pro-
vides that providers as well as customers as well as law enforce-
ment officials and judges and magistrates are able to follow. 

Chairman LEAHY. OK. And those rules become confusing enough 
that it stifles innovation. I mean, even when this was written and 
everybody thought we were at the cutting edge, it looks pretty old- 
fashioned to go back to those days. 

Mr. KERRY. Certainly the landscape has changed. There is no 
question about that. I think what Mr. Baker said about the adapt-
ability of ECPA has proven true as well. I think this statute, Mr. 
Chairman, has proved more adaptable to changes in technology, for 
example, than the Communications Act. And I think we need to 
move carefully in how we change because there is a value in sta-
bility and predictability, in establishing a set of rules, a known set 
of rules that everybody can operate by, and certainly we need to 
look at unintended consequences. 

So I think there are important questions about the application to 
cloud computing, to business models for cloud computing in the 
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ways both that customers entrust data and what providers are per-
mitted to do with that data. But—— 

Chairman LEAHY. Well, when you go from the commercial part 
to another part—and I am going to be fairly careful in this next 
question for Mr. Baker because I do not want to go into classified 
areas. But you are well aware of some of the threats to our Na-
tional security on cybersecurity. 

Mr. BAKER. Yes, sir. 
Chairman LEAHY. A lot of it has been in the press, and other 

parts we have been briefed on are pretty significant. So how do we 
keep the openness? I was talking about my wife and I e-mailing a 
friend in Europe back and forth, and it is like doing it from our 
BlackBerrys and so on, and you do not think anything about it. But 
you also have some major cyber threats that we face. 2702 tells 
how providers can voluntarily share electronic communications in-
formation with the Government, and you know that has been used. 
How does that impact the way the Government responds to threats 
to cybersecurity? And can that be improved? 

Mr. BAKER. Well, Senator, I think you put your finger exactly on 
one of the key points with respect to cybersecurity. The main ques-
tion is how do we appropriately share information regarding cyber-
security threats between and among the private sector entities that 
are involved and with those entities sharing it with the Govern-
ment. That is exactly the right question. 

ECPA lays out a framework for this, as do other laws, and so we 
need to make sure as we go forward, the laws we have are appro-
priate for today’s circumstances with respect to cybersecurity. And 
when I am talking about cybersecurity in this context, I am talking 
not about necessarily pursuing a particular criminal investigation 
of an intrusion of a particular location. I am talking more about, 
sort of, defensive cybersecurity, and that is where I think some of 
the issues that you mentioned, the information sharing that ECPA 
does regulate, are critically important. 

And so, obviously, we need to work closely together to make sure 
that whatever we do addresses our cybersecurity needs of today at 
the same time is appropriate and gives appropriate protection for 
the privacy of Americans. 

Chairman LEAHY. But you also go into the area of NSL author-
ity, and the Department seeks to expand its ability to get informa-
tion, electronic information without a court approval. 

Mr. BAKER. Well, Senator, what our objective is, our objective is 
to not expand what we are trying to obtain; it is, rather, to restore 
the status quo that existed before with respect to our ability to ob-
tain information from providers. Some providers have raised con-
cerns about the way the current statute is drafted. So we look for-
ward to working with you to come up with something that is ac-
ceptable to everybody, but our intent is not to expand the scope of 
what we are doing but to enable us to get what we actually were 
getting for many years under the NSL authority with respect to 
this type of record. 

Chairman LEAHY. Well, my time is up, but I will work with you 
and you could have your staff work with mine on this. I know that 
the way of obtaining information and what is available is a lot dif-
ferent from the days when I was in law enforcement. But also the 
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threats are a lot greater today, too. So we will work together on 
that. 

Senator Cardin. 
Senator CARDIN. Well, thank you, Mr. Chairman. Let me again 

thank both of our witnesses. 
Let me try to get to some of the practical applications here. Sev-

eral years ago, I visited an employer. It was a hospital that was 
a new building, implementing new technology at the time. And 
what they had, their employees all had to wear identification 
badges, which is not unusual, but that identification badge told the 
employer exactly where that employee was at all times. So that the 
hospital could locate the employee, know where the employee was, 
and provide a more efficient, effective health care for the people 
that entered the hospital. 

I then met with representatives of the employees to see how they 
felt about that. And they generally were OK, but they said, you 
know, there are times when we should have privacy, even at work, 
and that the protections weren’t clearly in place; that our employ-
ers would use it for management of health care or could be using 
it to get information about us that really was not appropriate for 
an employer. 

So I raise the same question today with new technology where 
the Government can track pretty much where everyone is through 
the use of their cell phones. What protections do we have under 
ECPA so that I know the Government is not trailing me in private 
places? What standards are necessary? Is there a difference in re-
gard to whether I am in a public place or a private place? What 
can you tell us about the current law does as far as protecting pri-
vacy, but yet allowing the Government to pursue real-time informa-
tion that is necessary for law enforcement? And if you had to get 
a subpoena, does that hamper your ability to get real-time informa-
tion that may become necessary? 

So what are the tradeoffs here and how does the current law 
apply to a real situation that, I must tell you, does concern me? 

Mr. BAKER. Yes, I will start with that one, if that is okay. There 
are several different parts of your question. So the first thing was 
that you raised the prospect or the issue with respect to private en-
tities collecting this data and what they—— 

Senator CARDIN. I used that as an example. I am concerned 
about Government. 

Mr. BAKER. Yes, because what ECPA focuses on, what we are fo-
cused on is the interaction between—or the ability of the Govern-
ment to obtain information from the private sector in certain cir-
cumstances. 

Senator CARDIN. I am just using that as an example of how tech-
nology has changed. 

Mr. BAKER. So the basic idea is with respect to the kinds of infor-
mation you are talking about with respect to cell phones, when you 
are talking about cell phone records, first of all, just to be clear, 
my understanding of the technology—and it is changing over time, 
but, you know, currently it is not pinpoint accuracy with respect to 
where a person—— 

Senator CARDIN. And I expect that will change over time. 
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Mr. BAKER. As the technology develops, it may, Senator. But cur-
rently, and at least in the immediate future, it gives you a rough 
geographic location of where a person is. It does not tell you exactly 
where they are in a particular building, for example. So—— 

Senator CARDIN. I do not want to get too technical. I asked that 
question to some of the experts, and they tell me by looking at the 
different cell phone towers, you can pinpoint pretty closely to where 
people are today. 

Mr. BAKER. I think, again, it depends if you are in an urban 
area, a suburban area, a rural area, things like that. But I take 
your point, Senator. 

But just to make clear, when the Government wants to get his-
torical cell site information which is critically important for our in-
vestigations to find where someone is, for example, in a kidnapping 
case, a murder case, a terrorism case. These are all critical exam-
ples of where we need location information in certain cir-
cumstances. We need to get a court order of some sort. It is under 
a couple of different particular provisions of ECPA. It is a showing 
of specific and articulable facts, giving reason to believe that the 
information is relevant or material to a lawful investigation. That 
is for historical information and for some of the prospective infor-
mation. With respect to the prospective information, we combine an 
order like that with a pen/trap order. So, in other words, to get 
that kind of information, we do have to go to a court. It is not a 
probable cause showing, clearly. It’s lower than that. But we do 
have to go to a court. 

Senator CARDIN. And that is not hampering you from getting 
timely information? 

Mr. BAKER. I’m not going to say that in any investigation ever 
that it has never hampered us or slowed us down, but I think we 
are able to work effectively in the existing legal regime in order to 
obtain this kind of information. 

Senator CARDIN. One more very quick question, Mr. Chairman. 
As I understand the current law on e-mail communications, it 

has some distinctions between the age—whether it is on your home 
computer or centrally stored, whether it has been opened or not 
opened, which may have been relevant in the 1980s, which is no 
longer relevant today because e-mail is very comparable to our tra-
ditional letters. Is there any reason for the distinction on the 
standard necessary for the protection of e-mail communications? 

Mr. BAKER. Well, Congress did make the judgment, as you re-
flect, back in 1986, and since then to differentiate between where 
a particular e-mail is, how old it is, who has access to it, is it stored 
as a third-party record, has it been opened yet, in other words, has 
the transmission been completed. So the administration has not— 
I mean, that is the law today, but the administration has not taken 
a position on changing that at this point in time, but we look for-
ward to working with you on that. 

Senator CARDIN. Well, I appreciate you dodging the question, and 
I understand—if there is a rationale, please let us know the ration-
ale. I am trying to figure out a rationale for—I understand back 
then—— 

Mr. BAKER. I think—— 
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Senator CARDIN.—e-mails were looked at a lot differently than 
they are today. We thought they could not be stored forever, and 
we now know they can be stored forever. So it is—— 

Mr. BAKER. Well, and I—Senator, I am sorry. 
Senator CARDIN. No. 
Mr. BAKER. I was just going to say, I mean, I think the law— 

in a number of different ways, the law differentiates between 
records that we store in our home, truly in our home, and records 
that we store with third parties. It makes distinctions in lots of dif-
ferent ways, and it differs depending on whether it is in—— 

Senator CARDIN. But don’t you think we will be storing almost 
everything in third parties in the near future? As you pointed out, 
cloud computing is becoming the norm, not the exception. 

Mr. BAKER. Well, the consumer, individuals, businesses have to 
make a determination whether storing something in a cloud is ad-
vantageous to them for a whole variety of reasons, including 
whether it is secure—I mean, not just from the Government but 
from malicious actors. Issues have been raised with respect to that. 
Privacy issues, efficiency, accessibility to data, all those kinds of 
things are different items that folks have to work with. 

Senator CARDIN. [Presiding.] I appreciate it. I did not realize that 
I was temporarily holding the gavel. I could have gone on for a lot 
longer. 

Senator Franken. 
Senator FRANKEN. Thank you, Mr. Chairman. 
Mr. Kerry, I know that you said that you are not here to make 

recommendations, and I kind of heard that from you, too, in what 
I think the Chairman fairly characterized as an evasion. But you 
guys really have clearly given this stuff a lot of thought. That is 
kind of your job. So I am going to ask you to ruminate here a little 
bit. What are the hard choices here that we are going to have to 
make? This is for both of you or either of you. Could you give me 
an example of what you might think would be a tempting but un-
wise change in ECPA? And what is a change we might make that 
is wise but is not obvious at first blush? 

Mr. KERRY. Well, Senator Franken, thank you. We have not gone 
through all of the thought process that we need to go through as 
an administration to answer all of those questions concretely. But 
let me address one about the difficult choices, and it goes back to 
Senator Cardin’s question. It is how the law should apply to loca-
tion services and location information. 

ECPA and the body of laws that it operates on draws a funda-
mental distinction between content information and non-content in-
formation. Interception of content, disclosure of content are subject 
to higher standards. Location information does not fit the—is not 
content of communications. Does it necessarily fit within the non- 
content construct? 

As Senator Cardin indicated in his discussion of his experience 
in the hospital, there are different sets of expectations, depending 
on the circumstances of the location information, depending on the 
amount of that information. And I think there is a—— 

Senator FRANKEN. Can I give you an example? I am sorry to in-
terrupt, but in February, Newsweek reported that police officers in 
Michigan had requested cell phone—you are talking about loca-
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tion—cell phone location data for a group of people congregating for 
a labor protest. The officer said they were doing it to stop a pos-
sible riot. Now, what protections, Mr. Baker, would you say are in 
place to prevent this sort of thing from happening? I am sorry, but 
since you brought up location, this seems to be a place where 
maybe abuse of the location is there. 

Mr. BAKER. Senator, I do not know the particulars of that par-
ticular investigation, but they should have been—in order to obtain 
that information, they should have gone to a court. They should 
have had to articulate what their reason was for wanting that in-
formation, and they should have had a legitimate law enforcement 
purpose to obtain that. If they had some other purpose that they 
did not say, that they were not up front about, or whether, you 
know, they covered up exactly what they were doing, I have no way 
of knowing. But that is more of a question, I think, of the legit-
imacy of the investigation as opposed to the particular authorities 
or predication required for obtaining that kind of information. 

Senator FRANKEN. OK. And there are different levels of author-
ity. Sometimes you need a warrant. Sometimes you need a sub-
poena. Sometimes you need a super warrant. 

Let me give you an example. Let us say I use Outlook and you 
use Gmail. I send you an e-mail and you read it. In most circuits, 
the Government would need to get a warrant to get the e-mails 
stored on my computer in my Outlook sent messages folder. They 
actually have to go before a judge and show probable cause that 
they need this e-mail to investigate a crime. But if the Government 
does not have probable cause, they can get the e-mail from your 
Gmail because it is stored remotely in a cloud. They do not need 
a warrant for that. They can issue a subpoena for that all by them-
selves. 

Do you think that the probable cause standard is weakened 
when it is so easy to get an e-mail without a warrant? 

Mr. BAKER. Senator, I guess I am not sure that the probable 
cause standard is weakened with respect to the ability to obtain 
the communications from—I assume your computer is at your 
home. That is why we need a warrant to get it. I am not sure it 
is a question of probable cause. I would suggest that it is more a 
question of whether collectively everyone thinks that the balance 
between law enforcement interests and privacy is appropriate in 
that circumstance. And that is one of the things that we do not 
have a position on. I know it may seem evasive, but we just do not 
have a position yet on that because we have not finished our re-
view of that. 

But in any event, I take your point. I understand the difference. 
There is a difference, and, again, the law recognizes, and has for 
a long time, differences when information is stored with a third 
party than when it is stored in your home. 

Senator FRANKEN. OK. I am out of time, but, Mr. Kerry, I did 
interrupt you, and I wanted to know if you wanted to finish your 
response. 

Mr. KERRY. Thank you, Senator. I think I conveyed the main 
sense of my response. 

Senator FRANKEN. OK. Thank you both. 
Thank you, Mr. Chairman. 
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Chairman LEAHY. Senator Klobuchar. 
Senator KLOBUCHAR. Thank you very much, Mr. Chairman. 

Thank you to both of you. It is good to see you. 
As a former prosecutor, I listened to this and I think of my old 

job. Every day we would be balancing that. One day I would be au-
thorizing a wiretap and sitting in on it, and the next day protecting 
victims’ sensitive information from getting out on the Internet. And 
just recently, we have been working on two issues in our office that 
are examples of how we have to update the laws to be as sophisti-
cated as the crooks that are breaking them. One is the cyber stalk-
ing that has now become a trend of offenses, as illustrated by the 
ESPN reporter who got filmed in her hotel room and then it was 
put out on the Internet. And then the other one was just the one 
that Chairman Leahy has been leading and a number of us work-
ing on it, pirated entertainment that has been sold not just on 
DVDs but also on the Internet. And the criminal laws are not up-
dated to keep pace with what is happening with what the criminals 
are basically doing. 

So I think this is always a balance, and I guess my first question 
would be of you, Mr. Baker, and that is, you talked about how we 
should proceed cautiously when making changes to ECPA, and you 
mentioned that you do not want us to change the Electronic Com-
munications Privacy Act in a way that would delay law enforce-
ment’s ability to access time-sensitive data. And I thoroughly be-
lieve in doing things for privacy, but at the same time I know when 
these crimes occur and there is some madman out on the street, 
people want to be able to locate him. 

So are there changes you think that could be made to ECPA that 
would make it easier for law enforcement to access information 
while at the same time protecting our privacy concerns? 

Mr. BAKER. Well, at the risk of saying the same thing again that 
has gotten me in trouble so far, we just—— 

[Laughter.] 
Senator KLOBUCHAR. Try it with me. 
Mr. BAKER. We have not finished our—we simply have not fin-

ished our review of that. We are looking at them closely, at the var-
ious proposals that have been put forward. One of the difficulties 
right now, frankly, is that we do not have statutory language to ac-
tually look at and evaluate. And our experience is that getting 
these words exactly right—I mean, I have an amazing group of 
lawyers sitting behind me who are experts in this area, and they 
spend lots of time trying to understand and prognosticate about if 
you change this word, what impact is it going to have on our inves-
tigations, our ability to locate the kind of people you are talking 
about. 

So, unfortunately, we do not have a position on the reforms today 
to put forward, but all I would say is to echo what you say. It is 
very important that we get this right, and we just have to do it 
carefully. 

Senator KLOBUCHAR. You talk about the real-time mobile phone 
location information. What level of scrutiny is required to get that? 
And is it the same as GPS information that we now can get? 

Mr. BAKER. It is not the same as GPS. So with respect to the cell 
site information, which, again, is less precise than GPS, you need 
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to go to court, you need to get an order. It is not a probable cause 
order. It is less than that. But, nevertheless, you need to get an 
order. 

When you start talking about latitude and longitude, locating 
type of information, then you are talking about the need to get a 
warrant because it can reveal that you are in a constitutionally 
protected location, such as your home, and moving about, let us 
say, in a home and being able to figure out exactly where you are. 
So there are different standards depending on how precise the in-
formation is that the technology reveals. 

Senator KLOBUCHAR. And does that make sense to you? Do you 
think there could be changes to that? Or do you want to wait 
until—— 

Mr. BAKER. Again, we are working on that, but it is a distinction 
that the law recognizes in other areas as well. 

Senator KLOBUCHAR. And then also we talked here about that 
180 days with the e-mail protection, with the open e-mail. Does 
that still make sense to you? Are there privacy concerns there with 
how that is working? 

Mr. BAKER. Well, again, we are looking at that. We are working 
on it. We understand—I mean, we understand the privacy con-
cerns. We hear what folks are saying, and I have met personally 
with the DDP Coalition, had a very fruitful discussion with them, 
and it was very illuminating to me. So we understand all of those 
concerns, but, again, our position is if changes are to be made, then 
we just have to get them right. 

Senator KLOBUCHAR. OK. Mr. Kerry, I know in your testimony 
you talked about the clear distinction between content and non-con-
tent information at the heart of ECPA. How has technology blurred 
that distinction? 

Mr. KERRY. As new data streams become available, in part the 
volume of data—location information being one example—provides 
additional information about consumers’ activities that may pro-
vide information that begins to make a portrait that is more than 
just the sort of identity information of a pen register or of trans-
action records. Certainly when you get to Internet searches and 
you go beyond simply a URL, that becomes content. So these are 
areas where those boundaries begin to blur because of the volume 
of information that becomes available from a host of data streams 
and there becomes more and more capability of capturing and of 
analyzing that data. 

Senator KLOBUCHAR. I just noted one last thing, that Secretary 
Locke held a privacy and innovation symposium this year, and I 
am sure we can get that information from your staff. I head up the 
Subcommittee on Innovation for Commerce, and obviously in Com-
merce this is an overlap between these two Committees. We have 
focused on these privacy issues as well. Did anything come out of 
that that would be helpful? Or do you want to just send it to us? 

Mr. KERRY. We have a number of streams of work that are com-
ing out with that. We are actually collating and drafting a report, 
a discussion draft of some of the work that comes out of the privacy 
inquiry and have other inquiries on free flow of information, intel-
lectual property, cybersecurity that are already—I would be happy 
to share that with you. 
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Senator KLOBUCHAR. Are you looking at how innovation and new 
methods are sort of butting up against privacy concerns or how we 
can use new technology to get at privacy concerns? 

Mr. KERRY. Both of those, Senator. We are looking at really—in 
parallel to the balance that ECPA strikes in the law enforcement 
context, the balance between innovation, competition, the global 
free flow of information, and privacy and security. 

Senator KLOBUCHAR. OK. Thank you very much. 
Mr. KERRY. Thanks. 
Chairman LEAHY. Thank you. Anything else for this panel? 
[No response.] 
Chairman LEAHY. OK. Gentlemen, I appreciate this. I may have 

a couple other questions for the record, but I would ask both of you 
and your staffs to work with us as we try to put together an up-
dated ECPA. I think we know we need that. We just do not want 
to throw the good out with the bad as we do it. Thank you both 
very much. 

Mr. KERRY. Thank you, Senator. We will look forward to doing 
that. 

Chairman LEAHY. Thank you. And then the staff can set up for 
our next panel. 

Chairman LEAHY. For our next witnesses, first will be James 
Dempsey who currently serves as Vice President for Public Policy 
at the Center for Democracy and Technology. Prior to joining CDT 
in 1997, he was Deputy Director of the Center for National Secu-
rity Studies, previously served as assistant counsel to the House 
Judiciary Subcommittee on Civil and Constitutional Rights, concen-
trating on oversight of the FBI and privacy and civil liberties; 
former associate in the law firm of Arnold and Porter in Wash-
ington; former clerk of Judge Robert Braucher of the Massachu-
setts Judicial Court; graduate of Yale, law degree from Harvard. 
He is somebody who has testified here before this Committee nu-
merous times. 

Mr. Dempsey, good to have you back, sir. Go ahead, please. And, 
again, all witnesses’ full statements will be made part of the 
record. 

STATEMENT OF JAMES X. DEMPSEY, ESQ., VICE PRESIDENT 
FOR PUBLIC POLICY, CENTER FOR DEMOCRACY AND TECH-
NOLOGY, SAN FRANCISCO, CALIFORNIA 

Mr. DEMPSEY. Chairman Leahy, Senators, good morning. Thank 
you for holding this hearing today. 

In setting rules for electronic surveillance, we must balance three 
critical interests: the individual’s right to privacy; the Govern-
ment’s need to obtain evidence to prevent and investigate crimes, 
and the corporate interest in clear rules that provide confidence to 
consumers and that afford the companies the certainty they need 
to invest in the development of innovative new services. 

When it was adopted, ECPA well served those interests, thanks 
in large part, Mr. Chairman, to your leadership and to the willing-
ness of companies, privacy advocates, and the DOJ to work to-
gether to develop a balanced solution. 

Today, it is clear that the balance has been lost. 1986 was light 
years ago in Internet time. Powerful new technologies create and 
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store more and more information about our daily lives and permit 
the Government to conduct surveillance in ways or at a depth and 
precision that were simply impossible 24 years ago. It is those new 
capabilities that need to be addressed. 

ECPA has been amended in at least 18 statutes since 1986, but 
almost all of those changes were at the request of the Justice De-
partment, not in response to privacy concerns. Almost all of them 
expanded Government access to information. There has never real-
ly been a comprehensive look at the statute since 1986. 

Consequently, there are a few elements of ECPA that no longer 
comport with the way people depend on this technology in their 
personal and professional lives. E-mail, which a number of Sen-
ators have cited, is an egregious example. The same e-mail is sub-
ject to a judge’s warrant one second and is available with a pros-
ecutor’s subpoena the next. An open e-mail is covered by the war-
rant in the Ninth Circuit, and it is available without a judge’s ap-
proval in the rest of the country. Draft documents, calendars, ad-
dress books stored online are all available with a mere subpoena 
regardless of age. 

What is perhaps most important to recognize about the e-mail 
standards is that they are constitutionally vulnerable. Orin Kerr, 
a scholar well known to this Committee, has concluded in his latest 
article that ECPA is unconstitutional to the extent that it permits 
access to e-mail content without a warrant. 

The rules are also illogical and possibly unconstitutional with re-
gard to cell phone tracking data. The Justice Department itself be-
lieves that it is best to use a warrant to use GPS to track someone. 
However, the cell phone companies have been making their cells 
smaller and smaller and have begun offering mini cells, which are 
basically a cell tower for your home or for your office, making tower 
data as accurate as GPS in some cases. 

Earlier this year, a diverse coalition was launched calling itself 
Digital Due Process. The coalition said that ECPA needs to be up-
dated to provide full warrant protection to all e-mail content and 
to location tracking data, subject to exceptions for emergencies and 
cybersecurity and other exceptions. 

The breadth and diversity of this coalition speaks volumes. It in-
cludes not only CDT and ACLU, but also major Internet and com-
munications companies: AOL, AT&T, Microsoft, Google, eBay, 
Salesforce. It includes conservative and libertarian groups: ATR, 
Americans for Tax Reform; FreedomWorks; libertarian think tanks. 
Individual supporters include former prosecutors, former members 
of the CCIPS unit at DOJ. All are saying that the current system 
is crazy; it just does not make sense anymore and needs to be re-
formed. 

Now, it is very important to appreciate the modesty and reason-
ableness of this coalition’s proposals. A fundamental premise of our 
recommendations is that it is necessary to preserve the building 
blocks of criminal investigations. Under our principles we would 
continue to authorize the use of subpoenas to get stored meta data 
on telephone calls; that is, the dialed number information. We 
would continue to permit the use of subpoenas to get subscriber 
identifying information. We would not change the standard in Sec-
tion 2703(d) of the statute for getting transactional data regarding 

VerDate Nov 24 2008 11:00 Jul 07, 2011 Jkt 066875 PO 00000 Frm 00020 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\66875.TXT SJUD1 PsN: CMORC



17 

Internet communications. We would preserve all the current excep-
tions, including the emergency exceptions, which allow interception 
without a warrant or without even a subpoena. We would preserve 
the current cybersecurity exceptions. We would not propose any 
changes to FISA or to the National Security Letter provision. We 
do not propose changing any rules on getting information directly 
from the subject of an investigation. So the FTC and the SEC could 
continue to use subpoenas to get documents from companies under 
investigation. We have focused on a very few of the most salient 
problems: the e-mail content issue that a number of Senators have 
referred to, and the location tracking question. 

Now, our proposals are just a first step. The process will require 
further dialog, the engagement of other stakeholders, and, most im-
portantly, a dialog and discussion and compromise with law en-
forcement agencies and understanding their positions. 

We want to be careful in our amendment of ECPA to avoid col-
lateral damage. We want to be incremental. We are not proposing 
a general overhaul of the statute. We cannot fix everything. We 
want to preserve the efficiency and speed and the building blocks 
of investigations. 

But, together, with dialog, with an understanding of the tech-
nology and the way it has changed, we can reestablish the goal 
that ECPA had in 1986: to balance law enforcement, privacy, and 
business interests. 

Thank you. I look forward to your questions. 
[The prepared statement of Mr. Dempsey appears as a submis-

sion for the record.] 
Senator CARDIN. [Presiding.] Thank you very much, Mr. 

Dempsey. 
We will now hear from Mr. Brad Smith, who is the Senior Vice 

President and General Counsel, Corporate Secretary, and Compli-
ance Officer for Microsoft. He leads the company’s Legal and Cor-
porate Affairs Department and is responsible for its legal work, its 
intellectual property portfolio, and its government affairs and phil-
anthropic work. 

Mr. Smith. 

STATEMENT OF BRAD SMITH, ESQ., GENERAL COUNSEL AND 
SENIOR VICE PRESIDENT, LEGAL AND CORPORATE AF-
FAIRS, MICROSOFT CORPORATION, REDMOND, WASH-
INGTON 

Mr. SMITH. Well, thank you, Senator Cardin, Senator Franken. 
I very much appreciate the opportunity to be here this morning to 
offer just a few thoughts to introduce some comments on this topic. 

First, not surprisingly, those of us in industry are very enthusi-
astic about where we think the next generation of computing is 
going to take us. As we build data centers, as more and more soft-
ware and information move to the so-called cloud, we make it 
cheaper for small businesses to implement computing solutions; we 
make it easier for them to create new jobs; we create more power-
ful tools for them to reach consumers in new ways; we create new 
ways for individuals to communicate and interact with each other. 
There is a lot of good that we see in the new technology that is 
being created. 
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If we are going to go forward and if we are going to go forward 
successfully, we need the right kind of legal rules in this field. And 
I think that means three things: First, we want to ensure that the 
law continues to be balanced—balanced between the rights of citi-
zens and the needs of Government with respect to law enforcement. 
We need some certainty so that when those of us in industry are 
designing this technology we can do so with some confidence about 
how the law is going to be applied to it. And we need some clarity. 
I might say we need most of all clarity for consumers, for citizens, 
so that they can understand what their rights and obligations may 
be. 

Listening to this debate on this issue, listening to this hearing 
this morning, there is obviously a first question, which is: Does the 
law, does ECPA itself need to be updated. Personally, I listened to 
that, and I am reminded of the story of the emperor who was walk-
ing down the street in the parade. This emperor has lost some of 
his clothes. And I think we need to recognize that. People may be 
reluctant to say it until they know exactly how they want to knit 
the next suit. But the truth is the first step in knitting the next 
suit is to recognize that the current one is increasingly tattered, 
and we really do need to roll up our sleeves together and dig into 
the kinds of questions that are important. 

The reality today is that ECPA increasingly falls short of a com-
mon-sense test, not because the law was flawed when it was writ-
ten in 1986, but because technology in some cases—not every case, 
but in some cases—has simply passed it by. Why should e-mail in 
somebody’s inbox be subjected to a different standard than e-mail 
in somebody else’s sent mail folder? That is the question posed by 
Senator Franken. Why should e-mail that I move to my junk mail 
file and choose not to open be subjected to a higher level of privacy 
protection than an e-mail I receive and decide to read? That is hard 
to square with common sense. 

As we sit here in September, why should e-mail that I sent in 
early March be entitled to less privacy protection than e-mail that 
I sent in early April because of the 180-day rule? 

Technology really is moving forward. It is continuing to move for-
ward, and we do need the law to catch up. There is no substitute 
for action by Congress. I think that much has become abundantly 
clear. We are talking about rights of Americans, fundamental prin-
ciples that have their roots in the Fourth Amendment to the Con-
stitution. But the reality is that the Supreme Court earlier this 
year basically signaled that it is not likely to move quickly. 

In the Quon decision, there was one sentence that stood out 
above all else, and I think that sentence speaks to it today. The 
Court said, ‘‘The judiciary risks error by elaborating too fully on 
the Fourth Amendment implications of emerging technology before 
its role in society has become clear.’’ 

There is a lot of wisdom in those words. But they are also dis-
comforting because it takes time for the role of new technology in 
society to become clear. And there is a certain risk that by the time 
that role becomes clear, the technology will be well on the road to 
becoming obsolete. It will be replaced by something else. And if 
that is the case, then the Fourth Amendment will never really 
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catch up, and we must look to Congress to fill the gap. Congress 
did that in the 1980s. Congress needs to do that again today. 

In closing, I am reminded of the advice offered recently by fa-
mous basketball coach John Wooden. He said, ‘‘One of the impor-
tant things to do in life is be quick but do not rush.’’ We do need 
to be quick. We should not rush. We should use hearings like this 
to sort out the issues. But we do need some decisions to be made 
because if they are not, then we are going to find that some new 
issues are going to emerge and there is going to be a lot of pressure 
on everybody to rush far too quickly. 

Thank you. 
[The prepared statement of Mr. Smith appears as a submission 

for the record.] 
Senator CARDIN. Thank you, Mr. Smith. 
Our next witness is Mr. Jamil Jaffer. Mr. Jaffer is a private at-

torney in Washington, D.C. From 2008 to 2009, Mr. Jaffer served 
as an Associate Counsel to President George W. Bush. Prior to that 
appointment, he served in several senior positions within the De-
partment of Justice, including counsel to the Assistant Attorney 
General for the National Security Division and Senior Counsel for 
National Security Law and Policy. 

Mr. Jaffer. 

STATEMENT OF JAMIL N. JAFFER, ESQ., ATTORNEY, 
WASHINGTON, DC 

Mr. JAFFER. Thank you, Senator Cardin. I would like to thank 
the Chairman and the Ranking Member for inviting me here today. 
I would like to actually take on Mr. Smith’s remarks and take the 
advice of John Wooden. I am a UCLA graduate, so I will also try 
to be quick but not rush. 

I would like to address three items briefly today in my oral state-
ment: first, the threat that we face and the use of these tools by 
the Government; second, briefly touch on the law in this area; and 
then, third, suggest a path forward for Congress to consider. 

First, with respect to the threat, today we face an increasing 
threat stream from cyber actors, whether they be cyber criminals, 
child predators, or national security threats: whether they be ter-
rorists or foreign intelligence operatives. Cybersecurity is critical. 
I know this; in the Government I worked on the Comprehensive 
National Cybersecurity Initiative, which has now been partially de-
classified by the Administration. We are engaged in an effort, an 
ongoing effort, to protect both Government and private networks 
from these cyber threats. And the tools provided by ECPA play an 
important role in allowing the Government to assemble the key 
building blocks of investigations in this area. They help ferret our 
child predators who hide out in virtual communities. They help fer-
ret out virtual terrorist caves. They help ferret out virtual gang 
hideouts on the Internet. 

They also help find the people who inhabit these virtual hideouts 
on the Internet, and it is important to remember that the key tools 
in ECPA, the non-content tools, are the ones that really form the 
building blocks. And with respect to those non-content tools, the 
Fourth Amendment does not the use of those tools. As a general 
matter, the Supreme Court has held that the Fourth Amendment 
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does not protect information that you give to third parties. That is 
because you always run the risk that a third party is going to be 
a Government agent and is going to hand over the information to 
the Government, whether voluntarily or otherwise. And with re-
spect to non-content data—your dialed number data, who you send 
e-mails to and from—that information generally also is not pro-
tected by the Fourth Amendment because you provide it to a third- 
party provider to route your data. And that has been the case since 
Smith v. Maryland in the 1970s. 

And so this is not new law. This is not a change in technology. 
It is simply what the Fourth Amendment protects. 

Now, Congress very wisely decided that is not enough. What the 
Fourth Amendment offers is not enough. We need to provide statu-
tory protections to ensure that the privacy interests of Americans 
are protected. In doing so, though, Congress decided that it was im-
portant to balance security on the one hand, and privacy on the 
other, and ECPA is an example of that. A lot of times you will hear 
today: ECPA does not make a lot of sense. The 180-day rule does 
not make sense. The opened e-mail rule does not make sense. But 
these rules are not a product of any constitutional decisionmaking. 
They are, fundamentally, the compromise that Congress struck in 
enacting additional privacy protections-beyond what the Constitu-
tion-provides in statute. 

Now, Congress can and should consider revisiting those privacy 
protections, but in doing so, it is important to think about is this 
balance that you heard about on the first panel. And in thinking 
about that balance, we really have to consider whether, at a time 
when these cyber threats are dramatically increasing, at a time 
when cybersecurity is crucial and Congress is considering how to 
provide tools in industry—and I do not think the answer is regula-
tion of industry; I think the answer is providing tools to allow the 
Government to share information with industry about cybersecu-
rity threats—does it really make sense to raise the bar on the Gov-
ernment in protecting in the security of American citizens? It may 
make sense, but Congress needs to do it in a very careful, limited 
way. 

Now, as far as the path forward goes—and I see my time is al-
most expired—I think the right path forward is as follows: 

First, there are consensus things that industry, the Executive 
Branch, and the Congress can agree to in the very near future 
about how to fix ECPA. You can make ECPA easier to use for in-
dustry. You can make it clearer. You can make it more consistent. 
One of the fixes you could consider is how the definitions of the 
various types of providers can be harmonized and made one, be-
cause the fact of the matter is that providers today in the cloud 
computing environment, provide multiple sources, not just e-mail 
transmission and delivery; they also provide remote computing 
services. You can harmonize these definitions. 

You can also provide industry with clarity about what it can and 
cannot provide to the Government, and when it can and cannot 
provide information to the Government; and you can make it a lot 
clearer than it is today. This does not mean you have to change 
what the Government can get and how the Government can get it, 
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but you can provide clarity. That I think can be done in the next 
session of Congress without a problem. 

With respect to the larger changes, some of the changes proposed 
by the coalition that is out there today, as well as others, about 
raising the requirements on the Government, in terms of what they 
might get and how they might get it, those need to be considered 
very carefully, particularly in light of this growing threat stream. 

With that, I appreciate the opportunity to present my views, and 
I am happy to take questions. 

[The prepared statement of Mr. Jaffer appears as a submission 
for the record.] 

Chairman LEAHY. Well, thank you, and thank you for telling me 
what we in Congress intended to do when we wrote the legislation. 
As one of those who was there when we did it, it is always good 
to be told what we were doing and what we were compromising by 
even if it was somebody who was not there. 

I do agree with you that we have got to have a balance that al-
lows us to protect law enforcement and allows us to protect indi-
vidual liberties and allows us at the same time to have the innova-
tion we need. 

Let me go first to Mr. Dempsey. I commend you and the Center 
for Democracy and Technology for being such persuasive voices in 
trying to update ECPA, and I appreciate the work you have done 
in trying to get some diverse voices together on this. 

But with your proposal, how would that improve, on the hand, 
digital privacy but also protect law enforcement and make sure it 
has the tools it needs to investigate crime? 

Mr. DEMPSEY. Mr. Chairman, one thing we were very careful to 
do in our process here was to focus on preserving the building 
blocks of investigations. That is, there is some data that is appro-
priately available with a subpoena: the subscriber identifying infor-
mation, the telephone dialing information. There is other informa-
tion, as you go up the ladder, so to speak, where a court order is 
required, but on less than a finding of probable cause, on less than 
the constitutional type standard, and we preserve that. And then, 
clearly, when you get to the top of the stack, so to speak, when you 
get to the content, that should be protected by the warrant. 

Now, right now the courts are struggling with this. As Mr. Smith 
said, they are not making much progress, but they are casting a 
lot of uncertainty over the field. Courts are letting some informa-
tion in, letting it out, granting orders, denying orders, vacating 
opinions where they came to one conclusion or another. 

I think one of the major benefits to law enforcement is the cer-
tainty and the clarity. If you leave this to the courts and then evi-
dence gets thrown out, you get all the way through the investiga-
tive process and evidence gets thrown out, that is the worst that 
could happen to the prosecution. If you bring it within ECPA, you 
have your exceptions, you have your requirements on service pro-
viders to cooperate, you have your rules on immunity, your rules 
on compensation, your rules on how the information can be used. 
As the Justice Department has said, those are very important 
rules. 

Chairman LEAHY. And so you believe that we can do this and 
write it in such a way that it would be upheld? Mr. Jaffer has spo-
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ken about it in the next session of Congress, although I—and I 
agree with you, it could be. I also wish—and I am sure you do, 
too—that we could do it in this session of Congress. But this has 
been the most dysfunctional session of Congress I can remember. 
That is just a personal view, but from one who has been here 36 
years. But tell me, Mr. Dempsey, can we do that? This is the most 
difficult thing. I think—— 

Mr. DEMPSEY. I think we can—— 
Chairman LEAHY. I think we have a bipartisan coalition on this, 

but we also want to make sure we have something that is going 
to be upheld by the courts. 

Mr. DEMPSEY. Well, I think that one motto here is to work incre-
mentally. Do not try to solve everything at once. Do not try to dis-
rupt anything that does not need to be fixed or to which we are 
not sure of the answer. 

As Mr. Baker said, it is going to be important to start looking 
at some legislative language because you really want to make sure 
you are not having those unintended consequences. 

Chairman LEAHY. Well, let us take a specific one. The Depart-
ment of Justice proposed that we amend Section 2709 to make it 
easier for the FBI to obtain electronic transaction records. How do 
you feel about that? 

Mr. DEMPSEY. Well, first of all, I think that that is a perfect ex-
ample of how we are taking a change without considering the other 
aspects of the statute that might be implicated. And with the Jus-
tice Department change, there is a kernel of logic to what they are 
saying here, and there is a problem with that provision of the stat-
ute. 

The trouble is the Justice Department has been unwilling to 
come forward and define for that purpose the key term in the stat-
ute, ‘‘electronic communications transactional records,’’ which is a 
very broad term. 

Now, if you look in 2703 of the statute on the criminal side, Con-
gress has actually drawn some lines, and I think those are good 
lines that were drawn in terms of what should be available with 
a subpoena or its equivalent, the National Security Letter, versus 
what should require a court order. And I think until the Justice 
Department is willing to give definition to that term, which is a 
very broad term, ‘‘electronic communications transactional records,’’ 
I do not think we can move forward on that 2709. 

Chairman LEAHY. I suspect they will be listening to what you 
said here today. 

With my colleagues’ permission, I will just ask one more ques-
tion. My time has expired. 

I know with Mr. Smith here and Microsoft are doing a great deal 
to protect information and privacy, and you have called for—the 
company has called for stricter privacy protections in so-called 
cloud computing. Can ECPA reform help that? 

Mr. SMITH. I definitely think, Senator, that the updating of 
ECPA fits into a larger set of issues that it is important for Con-
gress to address. As we look to the future, we really think that 
there are three areas of the law that are related that need atten-
tion. One relates to privacy, and part of the privacy issue involves 
ECPA. Another part of the privacy issue involves ensuring trans-
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parency and clarity for what service providers do with customer in-
formation. So we believe that it would make sense to take action 
there. 

Second, we think that it is important to take new steps with re-
spect to security. We believe that law enforcement needs new tools 
to be able to prosecute computer crimes. We believe that service 
providers, such as ourselves, should have new tools to help protect 
our customers against computer crimes. So that is the second area. 

Third, we believe new steps are needed across borders. Informa-
tion moves from country to country in such a way today that in 
truth one cannot rely with confidence on the expectation that only 
a single country’s law will be applied to a single piece of informa-
tion. So we do need some new international frameworks and some 
new international cooperation as well. 

Chairman LEAHY. I agree with that. I am just trying to figure 
out how we write it in such a way that it would take care of the 
problem of the moment and not create new problems as technology 
changes a week down the way. I go back again to the Earl Warren 
statement I made at the beginning of the hearing. And we will 
work with you on that flexibility. That is why what all three of you 
have been saying here has been so important. 

Senator Cardin, and I apologize for taking extra time, but I 
wanted to hear what Mr. Smith had to say on that. 

Senator CARDIN. Well, thank you, Mr. Chairman. I thank all 
three of our witnesses. 

Mr. Jaffer, let me first say that I agree with you that the threats 
against this Nation are real, particularly as it relates to cybersecu-
rity. We have conducted some hearings on cybersecurity, and the 
challenges are certainly very serious and very difficult. But I must 
tell you, I strongly believe that having the appropriate safeguards 
on law enforcement on getting information makes us safer because 
then our resources are used more effectively. And we are not flood-
ed with information that has limited value, but that we really are 
focusing on the threats. I think it makes law enforcement stronger 
rather than weaker if you do it right, and that is, of course, what 
we are trying to do here. 

Mr. Smith, I want to ask you a question about technology. Are 
there any cautionary notes that we should be aware of as we look 
at this statute and modifications of it, that we do not have unin-
tended consequences hampering the development of new tech-
nologies that are important for this country? 

Mr. SMITH. I think that is a very good question, Senator Cardin. 
I think there is fundamentally a risk in Congress doing too much 
and there is a risk in Congress doing too little. I think the defini-
tion of doing too much would be to deal with issues before we have 
some confidence about how we really should address them as a 
country, and I think that Mr. Dempsey pointed us in the right di-
rection when he said there is real value in incrementalism. 

The truth is any law that can go 24 years before people come 
here and say it needs some updating passes a pretty high bar. I 
think that if we can look to Congress to take steps once a decade 
and solve the problems immediately before it, that is a good thing. 
And if one tries to go farther than that, one does risk creating un-
intended consequences. 
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I would say the flip side of the coin would be doing too little be-
cause the law at this point is clearly in need of some improvement. 

Senator CARDIN. That is good advice. I thank you, Mr. Smith. 
Mr. Dempsey, let me ask you a question about how we can an-

ticipate change. I know we do not know what technology is going 
to look like 10 years from now, but we know it is going to be dif-
ferent. We know that information exchanges are going to take place 
in a much more timely way. 

Is there anything we can do in a statute that protects us with 
new technologies so that law enforcement can get the information 
they need and privacy is protected, knowing full well what the 
Chairman said, that Congress does not always act quickly. Some-
times it takes us a while to get to where we need to be. Is there 
anything, any advice that you might have for us as to how we draft 
changes that can at least protect us during transition as new tech-
nologies come effective? 

Mr. DEMPSEY. Yes, I think that is an excellent question, and I 
think there are two ways to approach that. One is to look at what 
are the broad trends, and I think we can identify some—what seem 
to me to be—pretty inexorable trends in technology that are going 
to dominate innovation over the next decade, let us say. One would 
be the cloud; that is, the movement of data off of local servers onto 
interconnected, Internet-based servers, and that is supported by 
ubiquitous broadband. It is supported by cost-efficiency reasons 
why you would do that. The data in the cloud in some ways may 
actually be more secure and backed up and better protected than 
the data stored locally. There are a lot of drivers pushing in that 
direction, and I think so much of the data that we used to hold lo-
cally in the office, in the home, on the laptop, on the personal de-
vice, the handheld device, is moving into the cloud, and that is 
where things are going to go. That is why we focused on that as 
one of our recommendations. 

The other major trend, I think, is mobility and the power of that 
handheld device and the way it can support location-based services 
and the way that that location data is becoming more and more 
precise—the map services and the friend-finder services and a 
whole host of other services that build on—when you see services 
building on a technology, you can be pretty sure that that is going 
to represent a significant trend. So that is why of all of the non- 
content data, if you think of location data as non-content, of all the 
non-content data, that is one that sort of pops out immediately as 
this is just not dialed number information, this is just not who is 
making a phone call. This is very pervasive, very precise, very dif-
ferent from anything we have ever seen before, really. 

Another major trend is social networking, obviously, and the so-
cial networks are becoming platforms not only for posting photos 
but for one-to-one communication, real-time communication, et 
cetera. Those are already included, I think, in ECPA. It maybe 
would be interesting to pose that question to the Justice Depart-
ment to make sure they agree. I think those platforms do fit within 
the statute. 

So of the three trends, although a lot of that stored data cur-
rently falls outside of the warrant protection, even purely private 
stuff, the way the definitions work in the statute now. So I think 
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those three trends look to me as pretty reliable and certain trends, 
and if we build around those, we sort of know where we are going. 

Senator CARDIN. Thank you. I appreciate that answer, and I real-
ly do appreciate all three of your testimonies. 

Chairman LEAHY. Thank you very much. 
Senator Franken. 
Senator FRANKEN. Thank you, Mr. Chairman. 
Mr. Smith, I was very glad to hear your answer to Senator 

Cardin’s question about essentially responding to the ‘‘be quick,’’ 
because I was worried there that you are basically saying that to 
keep up with the technology, Congress would have to double the 
speed that it legislates every year. 

[Laughter.] 
Senator FRANKEN. And I think that would be highly unlikely. 

The once-a-decade sounds about right on this. 
[Laughter.] 
Senator FRANKEN. And Mr. Jaffer did kind of speak to Congress’ 

intent when this was written in 1986, but technology really, really, 
really, really has changed since then, which you spoke to. And 
there seems to be something of a divide here between you and Mr. 
Dempsey and Mr. Jaffer on this, and specifically talking about 
someone who has an e-mail account and you are in a cloud, you get 
your thing from a cloud, you are on Gmail or something, and the 
distinction between something I got 6 months ago and something 
I got yesterday and something I have read and something I have 
not read, I think most people would be surprised about this rather 
than sanguine. And Mr. Jaffer seemed to think that this is settled 
law and that we should be sanguine about it. 

This, I guess, is for Mr. Dempsey. My understanding is that 
there is a series of Supreme Court precedents that explain that 
people can have protected Fourth Amendment interests in items 
they store with third parties or on property that is not theirs. Can 
you walk us fairly quickly through the precedents? 

Mr. DEMPSEY. Well, you know, you can go all the way back to 
1878 when the Supreme Court held that the letter passing through 
the mail—I mean, you give your letter not merely to a third party, 
but at that time to a Government agency, voluntarily surrender it, 
and yet the Supreme Court held in 1878 that the Government can-
not open that letter without a warrant as it passes through the 
network. 

If you have a storage locker, one of those storage lockers where 
you store the junk that you do not really want to give away or 
throw away, but you also do not want in your house, you put it in 
a storage locker. You have a Fourth Amendment right in that stor-
age locker. The owner of the locker can even go in to make sure 
nothing is deteriorating in there or going bad. But for the police to 
get in, they need a warrant. Luggage, closed containers of luggage 
checked or stored, subject to the warrant protection, whether they 
are locked or not, whether they are sealed or not. 

So we have dealt with this already, and I think those analogies 
are perfectly applicable now to this digital storage locker or this 
digital storage function for the content—and we are focusing here 
on the content. There are a lot of people who argue that now the 
transactional data associated with the Internet is so much richer 
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than the dialed number information. And I think there is a good 
argument there, and if you look back at the original Supreme 
Court cases on pen registers, they were very, very narrow. But for 
now, at least our coalition is saying let us leave that content versus 
non-content distinction in place. Let us provide lower protection for 
most of the non-content data, but that content, like that letter in 
1878, should be protected regardless of where it is. 

Senator FRANKEN. OK. Speaking of the distinction, this may be 
a little bit off topic if we are talking about law enforcement and 
security. But you did talk about this as business. This is about 
business. And this is—and individuals. And I have a question 
about how do you make people feel safe to use the cloud commu-
nicating activity and how much of your information can be used by 
other commercial—can be used commercially. How can one control 
information that is, you know, about—say your e-mail traffic. And 
part of this is who you are sending back and forth to, but they can 
see, like, oh, he went to this or she went to this e-mail site or this 
website to, you know, Track magazine, and therefore, let us sell 
them shoes or—you know. What control over your information can 
you have on the Internet or in your e-mail so you cannot have peo-
ple use your information commercially without your permission? Is 
that a good question? 

[Laughter.] 
Mr. DEMPSEY. That is a good and clear question and a critical 

one here. Speaking just for my own organization, the Center for 
Democracy and Technology, we believe that the law needs to be im-
proved on that side, too. Now, we have tended, as you suggest, to 
look at the law enforcement issues, which to some extent have the 
foundation of the Constitution underneath them; we look at the law 
enforcement governmental access issues in one bucket; and we look 
at the commercial reuse, commercial disclosure and advertising 
issues in another bucket. 

I think it is better to keep them in separate buckets for now if 
only because, as you are alluding to, this Committee has jurisdic-
tion over the question of governmental access; there are entire 
other committees that have jurisdiction over the commercial side of 
things. 

Legislation has been introduced—most recently, Chairman Rush 
of the House Subcommittee on consumer protection issues has in-
troduced some very good legislation that would improve the rules 
and for the first time ever set baseline Federal rules for all of those 
issues associated with advertising and cookies and profiling on the 
commercial side. Like I say, I do think it is best that we keep those 
separate. 

By the way, if I could, Senator, one other point: The question of 
commercial access should not prejudice the question one way or the 
other of governmental access. 

Senator FRANKEN. I was going to ask Mr. Smith if he had a reac-
tion, but I am way over my time. 

Chairman LEAHY. Thank you. 
Senator Whitehouse, thank you for joining us. 
Senator WHITEHOUSE. Well, based on Senator Franken’s very 

subtle invitation, I would be inclined to offer him the chance to get 
his answer from Mr. Smith. 
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Chairman LEAHY. Would you like—go ahead. 
Senator WHITEHOUSE. That was very subtle, by the way. 
[Laughter.] 
Chairman LEAHY. Go ahead, Senator Franken, and this will not 

come out of Senator Whitehouse’s time. Go ahead. 
Senator FRANKEN. Well, subtlety is my forte. 
[Laughter.] 
Senator WHITEHOUSE. That is why I am so surprised that you de-

parted from that strategy this time. 
Senator FRANKEN. I just saw that Mr. Smith has a reaction. That 

is all. And I wanted to know if you wanted to speak to it. 
Mr. SMITH. Sure. And being a lawyer, brevity is obviously mine. 
There are two relationships here that are really important. There 

is the relationship between a consumer and a company that is a 
service provider, and there is the relationship between the citizen 
and Government. And to get both of these relationships right, I 
think we need to look to industry to do its part, and we need to 
look to Government to do its part. 

Those of us in industry I think have a responsibility to build 
technology that is reliable, that is secure, that has privacy protec-
tion built in, and we have a responsibility to be transparent with 
consumers so they know what the practices are, it is easy for them 
to understand them, and they can make real choices. And then I 
think Government obviously has an important role to play in both 
of these areas in terms of ensuring that ultimately there are legal 
rules that give consumers the confidence they need and strike the 
right balance between consumer needs, industry innovation, and 
law enforcement. 

Senator FRANKEN. Thank you. Thank you for your brevity, and 
I thank you, Senator Whitehouse. 

Chairman LEAHY. Senator Whitehouse. 
Senator WHITEHOUSE. Thank you. I appreciate the discussion 

that has taken place, particularly with respect to e-mail, that I 
think is confounding to even experts, let alone an ordinary Amer-
ican who relies on their e-mail to communicate with friends and 
businesses and has an expectation of privacy, a personal expecta-
tion that, frankly, is not matched by questions of what folder you 
happen to drop it into affecting how Government can access it. 

And I counter that to a very different hypothetical, and let me 
sort of walk through the hypothetical. Let us say that there is a 
dangerous virus that is out there on the Internet that is potentially 
causative of harm to American businesses and interests and so 
forth. And let us say that the virus has an electronic fingerprint 
of some kind. You can identify it. That is how you find it. And let 
us say further that that virus can be housed by the people who are 
propagating it in the content portion of e-mail. And that is how it 
propagates, that is how it gets around, and that creates the vulner-
ability to 1 day that virus being triggered by those malign forces. 

If there were a device that could do nothing but identify that fin-
gerprint and signal the presence of that dangerous virus, because 
the virus could be propagated in the content portion of the trans-
mission, that device would have an ECPA problem, would it not? 

Mr. DEMPSEY. Senator, that is a good question. I—— 
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Senator WHITEHOUSE. Setting aside any question of voluntari-
ness under the notice under the Fourth Amendment that there was 
one-party consent or any of that sort of stuff. 

Mr. DEMPSEY. The current statute has in it a provision specifi-
cally intended to allow service providers to monitor their own net-
works, and to some extent, ISPs, service providers at all levels, al-
ready are doing some of what you are talking about there; that is, 
they are looking at the content traversing their networks. For ex-
ample, there is an awful lot of spam that never gets through. The 
carriers have the total right and discretion under the statute to 
look for spam and to basically throw it away. And they can get—— 

Senator WHITEHOUSE. So roll into the hypothesis that it is the 
Government that is required to—because of the complexity or the 
nature of the threat that it is the Government that is required to 
have access to this information, not just the ISP. 

Mr. DEMPSEY. So I think that—— 
Senator WHITEHOUSE. Now it is an ECPA problem. 
Mr. DEMPSEY. When you throw the Government in, you get a dif-

ferent set of concerns. I think that there should be more emphasis 
given to getting those signatures from the hands of the Govern-
ment into the hands of the service providers so they can, in es-
sence, add them to the list of what they are looking for and what 
they are blocking and protecting themselves and others—— 

Senator WHITEHOUSE. Although there is often a very high intel-
ligence and security penalty to doing that because once it is clear 
that it is known, an enormous amount of other information can be 
deduced from that conclusion in some circumstances. 

Mr. DEMPSEY. In some circumstances, and we have to be careful 
there. But the service provider—— 

Senator WHITEHOUSE. So it is not a complete solution, although 
it is an important direction—you want to maximize that, but you 
cannot go to that point and say that solves the problem, we are just 
going to give all the signatures to the ISPs. 

Mr. DEMPSEY. I really think we need to keep the Government out 
of the center of the network here. The carriers do have some ability 
under current law to disclose to the Government what they find in 
their networks. And I think that the goal should be that the Gov-
ernment protects its networks and has in essence, I think, under 
the statute plenary authority to examine traffic to and from the 
Government itself, on the Government side of the network. On the 
private sector side of the network, I just do not see how we are 
going to be able to control getting the Government into the sort 
of—— 

Senator WHITEHOUSE. Or more importantly, getting it back out 
once it is in, right? 

Mr. DEMPSEY. Exactly. 
Senator WHITEHOUSE. Well, I take your point, and I think that 

is one of the predicaments we have to work with. But I would also 
suggest that if you put side by side the restriction on the Govern-
ment in my hypothetical from being able to do nothing more than 
identify the fingerprint of a particularly dangerous virus that may 
be attacking our hospital systems, that may be attacking our elec-
tronic grid, that may be attacking our National security structure, 
and where there is absolutely no inquiring human consciousness 
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applied to the substantive content of any e-mail, that that should 
be an ECPA problem, and that it should be not an ECPA problem 
because an American put something in the wrong file folder for an 
actual inquiring Government human consciousness to be able to go 
and read substantive content. Those two do not line up as far as 
I can tell, and I think that is one of the inconsistencies that we 
need to try to resolve. 

Mr. DEMPSEY. And I think on the cybersecurity side, the—— 
Senator WHITEHOUSE. Let me ask Mr. Smith on that because you 

have got all the answer time so far and he was nodding trying to 
get a word in. 

Mr. SMITH. I think it is a very good question. It is an important 
hypothetical. It is exactly the kind of question we should be focused 
on as this process moves forward. 

I believe we have a lot of tools to deal with that kind of situation 
today. It is an area where the industry is very focused, and what 
you are describing is basically something we do every day. We 
identify new fingerprints, and we are certainly able to work as a 
service provider to try to keep people from having them erode their 
computer files. 

It is an area of law that is impacted not only by ECPA, but by 
the Computer Fraud and Abuse Act and other things. 

Senator WHITEHOUSE. With all due respect to the industry, a 
vast majority of our cyber vulnerability would disappear if we could 
simply get up to basic public, regular, ordinary levels of patching 
and security, and we have not even been able to do that. So when 
you get into the smaller percentage where it is really aggressive, 
really high end, we are dealing at the cutting edge of sophistication 
with the people who probably have not only the most dangerous ca-
pability but the worst intent, it is even more awkward to say, well, 
rely on our process because, frankly, that process is not even work-
ing for getting stuff patched adequately. 

Mr. SMITH. Well, I would say one should rely on that process in 
part, and one needs to look to Government as well. And what we 
should do—and your question points us in the right direction—is 
ask ourselves today, Do we have enough tools? Would we benefit 
from having better and more tools? If the answer is yes, then let 
us think about what kinds of tools those should be. 

Mr. JAFFER. Senator Whitehouse, if I might. 
Senator WHITEHOUSE. Well, my time has expired, so we are at 

the Chairman’s discretion. But if you would like to answer, Mr. 
Jaffer, I will conclude with that. Thank you. 

Mr. JAFFER. I appreciate the opportunity, Senator Whitehouse. I 
think you raise excellent points, and these are very important 
issues, something that we looked at in the process of developing the 
Comprehensive National Cybersecurity Initiative. And one of the 
challenges that we found was how to share this information that 
the Government has—that you have identified—with the private 
sector, without sacrificing sources and methods. And I think that 
one way that Congress can assist both the Government—the execu-
tive branch—and the private sector with is creating a process by 
which that could happen. And I think it is important that that 
process be housed in the private sector, that there be trusted third 
parties who can take the Government’s information, hold it—with 
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security clearances—take the private sector’s information, match it 
up, figure out what the threats are, report back to industry to help 
protect the industry, and if industry is comfortable—and industry 
might not be—provide anonymized data back to the Government 
about what threats are being seen at the boundary. And if Con-
gress can create a framework which allows the private sector the 
ability to protect industry with Government information without 
giving up sources and methods, that would be a dramatic step for-
ward, I think. And I think that folks on the panel might agree on 
this very point. 

And with respect to Senator Leahy’s point on the intent of Con-
gress, I certainly intended no disrespect. In fact, I was hoping to 
point to the wisdom of Congress in how that balance was struck 
in ECPA. 

Chairman LEAHY. I did not hear any disrespect in it, Mr. Jaffer. 
It just brought me back to the memory of all the sitting and talking 
and trying to hold people together before, and my concern about 
where we will go next. We did this as a bipartisan effort before. We 
still pass bipartisan legislation. John Cornyn and I passed an up-
date on FOIA in the Senate last night unanimously, and it shows 
that this can be done. This should not be a partisan issue, and I 
do not see it that way. I do appreciate the effort that corporations 
and private groups and others and Government have done in help-
ing us work on this. 

I am glad, Senator Whitehouse, that we are not having to feed 
the meter of all the people who have actually volunteered their 
time to help us on it. And I have spoken only broadly about the 
cybersecurity problems, but you only have to pick up the paper and 
see the number of attacks on our computers at the Department of 
Defense, at the CIA, and others, and I mean what has been in the 
public press. And Senator Whitehouse knows from his briefings on 
the Intelligence Committee, the briefings I get in classified areas, 
it is a growing and will continue to be a growing concern. It is no 
longer an idea of fiction, for example, a power grid being shut down 
in the middle of winter in the northern part of the country and 
what that might do. We worry about somebody bringing an explo-
sive on an airplane and killing 100 or 200 people. You could have 
cyber attacks that could kill thousands of people, and we have to 
guard against that. 

At the same time, I like to know that if I am in business, for ex-
ample, and I am working in my business and somebody is stealing 
my trade secrets and getting away with it, but I also want to know 
that if I am—that my own personal e-mails are going around, the 
Government is not snooping in it just for the sake of snooping in 
it. 

So it is a difficult balance. I am urging the administration to 
promptly provide the Committee with its proposals to update 
ECPA. I thank the shareholders for sharing their views on this 
issue. I would note that we will start work on this very soon, and 
we are going to be back here for a lame duck session. We will con-
tinue to work that. We have superb members of the staff who have 
been working on it and will continue to. 

So this hearing today, any one of the people in the hearing, if you 
get ideas, if you want to add it to your testimony, feel free to do 
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so, because we want that information. And I will again reiterate 
that I want the administration to come up with their proposals? 

Do you have further—— 
Senator WHITEHOUSE. Mr. Chairman, could I comment on that, 

also? I do not want to interrupt your remarks, but as you have 
pointed out, a number of committees that are looking at the con-
cern about cybersecurity are now working together to try to put to-
gether a bill that we can move on. We are actually in a fairly late 
stage in terms of addressing this from a point of view of the risk. 
We are actually in an overdue stage; just from a point of view of 
the legislative positioning we are at a fairly late stage. And so I 
think that I would like to echo your message to the administration 
that this is—it is getting a little late to come before a Congres-
sional Committee and not have a point of view and not have a pro-
posal. Unless they want to be out of the debate or simply be com-
mentators and let Congress lead, that is their choice. But consid-
ering the extent of the administration’s role in this, I would hope 
that they would take a more active role and be more proactive. So 
I would like to echo that. 

And the other thing I just wanted to echo is that I am extremely 
strongly in favor of pushing as much of this to the private sector 
as possible, that as much data should go to the private sector, that 
should get out there; and the private sector should be dealing with 
this to the maximum possible extent. But you can make that argu-
ment until you are blue in the face, and it will not take away the 
fact that there will remain an area, whether it is because of reveal-
ing sources and methods or because of the extraordinarily adept 
nature of the technology involved or because of other national secu-
rity concerns, there will ultimately have to be a Government role, 
and how we apply that in a way that we do not look like idiots 
when people are out in front of their banks looking for cash be-
cause the financial system is down and they cannot count on their 
electronic receipts any longer; or up in Vermont the grid is down, 
they are not going to be looking at Microsoft and Verizon then. 
They are going to be looking at the President of the United States; 
they are going to be looking at their local police; they are going to 
be looking at the FBI; they are going to be looking at the Army and 
the National Guard; and they are going to want results. And we 
have to be ready to provide that if that happens. 

Chairman LEAHY. I could not agree more. It is easy to say we 
are all against terrorists. Of course, we are against terrorists. We 
are all against criminals. Of course, we are against criminals. Sen-
ator Whitehouse and I were both prosecutors. But it is a different 
era. You talk about the—without going into war stories, we would 
have periodic bank robberies. We usually caught them because 
they were usually dumb. And we would catch them fairly quickly. 
The most they would have gotten away with is $10,000 or $15,000. 
I am very much worried about a bank robber who sits offshore and 
steals several hundred million dollars. And, you know, we worried 
about the arsonists that burned one building. I worry about some-
body who could destroy whole blocks, whole communities. 

So, anyway, we could all come up with the darkest scenarios, but 
what we have to do is make sure we stop that. So I thank you for 
taking the time. I also thank you for all the time you took leading 
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up to this and all the others whose comments and testimony are 
part of the record. 

This is going to be a priority, bringing this up to date, of this 
Committee, and I pass that out to everybody who is interested, and 
I thank you for your help. 

[Whereupon, at 12:01 p.m., the Committee was adjourned.] 
[Questions and answers and submissions for the record follow.] 
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